COT Security Alert — Phishing Emails, Diligence Needed

Continued diligence is needed from all users on the state email system so that falling victim to
phishing emails is avoided. Phishing emails are emails that appear to be from a trusted source
but which are actually sent by a malicious source for the purpose of gaining personal or
confidential information, including user names and passwords.

Responding to a phishing email brings a significant negative impact and consequences to the
responder, to their agency, to the email system, and to all state government business. This
type of attack is popular among criminals because the malicious emails are often able to bypass
technical security measures. Once the phishing email arrives in user inboxes, a response by a
user is all that is needed to give the criminal success.

Example of a Phishing Email:
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Dear Customer,
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Click or tap to folow link,
You will not be able to send/receive emails until you visit the below help-desk portal link to restore your email access. Click Here to upgrade to
Outlook 2017 to avoid suspension.

Helpdesk
Copyright 2016
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Phishing emails may have any or all of these characteristics:
e They may have misspellings and/or a generic greeting.
e They often use graphics, language, names or signatures of believable or legitimate
business or government entities.
e They usually include a sense of urgency, such as making false claims about
disappearing accounts or mailboxes.
e They usually appeal to human tendencies such as helpfulness, duty, or greed.



e They are unexpected and they direct the user to take an action against better
judgment (click a link or attachment, complete a form with confidential information).

State government email users are reminded of the following:

1. Remember that the appearance of an email or website is no indicator of its legitimacy.

2. Never open attachments or click on links in unexpected or unusual emails, even if they
are from someone you know.

3. Unexpected or unusual emails from known senders should be verified by contacting the
sender to see if the email was sent intentionally, but never reply, forward or use
information in the unexpected email. Always contact using information from other
sources.

4. Hover over the links in emails to see the true destination.

5. Remember your password is yours alone. Enter your state credentials to gain access to
state-managed services only.

6. Remember that senders of phishing emails may change elements of the email, such as
link destinations or subject lines, to avoid updated filters and continue their malicious
activity.

7. Remember that since the arrival of a phishing email cannot be predicted, these
guidelines must be a continual practice.

Notice: COT is providing this information so that you are aware of current security threats, vulnerabilities or preventive actions that may affect
state government resources. If you suspect you have become victim to a security threat, please contact CommonwealthServiceDesk@ky.gov.

Confidentiality Statement - This communication contains information which is confidential. It is for the exclusive use of the intended
recipient(s). If you are not the intended recipient(s), please note that any form of distribution, copying, forwarding or use of this
communication or the information therein is strictly prohibited and may be unlawful. If you have received this communication in error, please
return it to the sender, delete the communication and destroy any copies.
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